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SQA & observability

A modern, robust SQA strategy must go beyond 
“testing in isolation/staging” 

It must embed observability throughout the 
development lifecycle.

Sample observability concerns/activities:

What is happening right now?
Capture and track real-time metrics (e.g. error 
rates, request latency percentiles, throughput) 
and key events

Where in the system is it happening? For how 
long?
Pinpoint the affected service, host, container 
or code module. Correlate metric and log 
time-series.

What is the user- or business-impact?
Quantify affected users, transactions or 
business metrics (SLIs/SLOs) to prioritise 
response.



Observability

Observability is the ability to understand the 
internal state of a running system from the 
outside. 

It consists of the three pillars: logging, metrics and 
traces.

→ every failure mode or performance degradation 
should leave a detectable footprint.

Logs are time-stamped, discrete records of events that occurred 

within a component (errors, warnings, informational messages or 

custom application events). Indispensable for forensic analysis: 

they provide contextual detail about what the system was doing at 

a precise moment.

Metrics are measurements aggregated over time, such as CPU 

utilisation, request rates, error counts or latencies. Thresholds 

and SLOs (Service Level Objectives) are defined against metric 

values to trigger notifications or scaling actions.

Traces (especially distributed traces) represent flows by recording 

spans (individual units of work) as they propagate through system 

components or microservices . Shows the causal relationship and 

timing between spans: pinpoint where in the call graph latency 

accumulates or where failures were injected.

→ see also: Adrian Cole - Observability 3 ways: 
Logging, Metrics & Tracing

https://www.youtube.com/watch?v=juP9VApKy_I
https://www.youtube.com/watch?v=juP9VApKy_I


Spring Boot instrumentation



SB Actuator

Actuator provides a set of endpoints that expose 
key metrics about the health of a Spring Boot 
application (such as CPU usage, memory 
consumption, and thread pool utilization)

Include Spring Actuator endpoints 

(/actuator/health, /metrics).

Use:

● As part of your toolchain

● Export to Prometheus and visualize in 

Grafana.

● …

Compliant with https://micrometer.io/
https://docs.spring.io/spring-boot/reference/
actuator/index.html#actuator

https://micrometer.io/
https://docs.spring.io/spring-boot/reference/actuator/index.html#actuator
https://docs.spring.io/spring-boot/reference/actuator/index.html#actuator


Micrometer

Micrometer provides a simple 

facade over the instrumentation 

clients for the most popular 

observability systems, allowing you 

to instrument your JVM-based 

application code without vendor 

lock-in.

“Think SLF4J, but for observability”

https://micrometer.io/


SB Actuator endpoints

https://spring.io/guides/gs/actuator-service

Out-of-the-box it provides endpoints such as:

● /actuator/health: reports application liveness and readiness

● /actuator/metrics: exposes JVM, HTTP, and custom metrics

● /actuator/prometheus (with Micrometer): outputs 
Prometheus-formatted metrics Home

You can select which endpoints to expose via your 
application.properties or application.yml.

https://spring.io/guides/gs/actuator-service/


Sample endpoints.

For API reference → Actuator official docs.

https://docs.spring.io/spring-boot/reference/actuator/endpoints.html
https://docs.spring.io/spring-boot/api/rest/actuator/index.html


Atuator (exporter)

Prometeus (timeseries)

Grafana (views)



https://learning.oreilly.com/library/view/mastering-spring-boot/97
81803230788/B18400_07.xhtml#_idParaDest-167

In Figure 7.1, the Grafana dashboard showcases the 
performance metrics of a Spring Boot application visually

https://learning.oreilly.com/library/view/mastering-spring-boot/9781803230788/B18400_07.xhtml#_idParaDest-167
https://learning.oreilly.com/library/view/mastering-spring-boot/9781803230788/B18400_07.xhtml#_idParaDest-167


Traces



Generic platforms 



Nagios
Centralized Visibility: provides a unified web-based 
dashboard showing the status of all hosts, services and 
network devices in real time

Extensible Plugin Architecture: thousands of community 
plugins

Flexible Alerting

High Scalability & Performance 

APIs & Third-Party Integrations

Nagios Remote Plugin Executor (NRPE) is a lightweight 
agent/service you may install on each remote host you 
wish to monitor.



ELK



Grafana


